
 

 

 

 

 

 

 

 

Merchant Bulletin 
Fourth Edition 

Optimising transaction flows for PSD2 SCA  

 

 

 

 26 May 2020 



 

Welcome 

Welcome to Visa’s fourth edition of the Merchant Bulletin. During these exceptional times and as we 

continue to navigate the evolving impact of the COVID-19 pandemic, it is critical that the payment 

ecosystem remains stable and secure. Visa is committed to providing the same high level of service clients 

have come to know and expect. The purpose of this document is to help you navigate the latest 

developments on the Payment Services Directive (PSD2) Strong Customer Authentication (SCA), the 

impact to your business and the steps Visa is taking to help merchants optimise transaction flows. The 

focus of this edition is to summarise the next key milestones Visa and the ecosystem are working towards 

to correctly flag transactions and accelerate the adoption of EMV 3DS. 

The third edition was published on 10 March 2020 and focused on enablement and preparation for SCA. 

The bulletin summarised: 

 Key milestones to accelerate EMV 3DS adoption 

 The significance of 14 March for merchants, impact to their business and what they need to do 

next 

 Issuer readiness and what Visa is doing to drive EMV 3DS adoption 

 Collaborative dispute prevention 

Visa is engaging extensively with regulators on the impact the COVID-19 crisis could have on the SCA 

implementation timelines. The UK Financial Conduct Authority (FCA) has announced a further six month 

delay to the enforcement of PSD2 SCA, to September 2021 for e-commerce, which we fully support. We 

believe at least a six month delay is required due to the significant constraints the crisis places on the 

ecosystem, and particularly merchants, which reduces the capacity and time available to implement 

solutions to support SCA under the current timeframes.  

Visa called for a delay in a paper for European and National regulators at the beginning of April, and also 

co-signed a letter to the EBA and European Commission with a number of European payments, merchant 

and digital associations calling for a minimum of a six month delay. We have since developed a further 

paper to the EBA setting out in detail the impacts of the crisis, the risks involved with maintaining the 

current implementation date and why at least six months is needed. We would welcome input from 

merchants via their Account Executives or acquirers on the impact the crisis is having on their ability to 

implement SCA, and urge all ecosystem participants to engage with regulators and associations to 

advocate for a revised, pan-European timeline.  

 

 

 



 

Increase on Contactless limits and impact on SCA  

In light of the global pandemic, Visa has seen increasing interest from markets and individual clients to 

raise the No Card Verification Method (CVM) contactless limits. Contactless payments are seen as a way to 

restrict physical contact with the point of sale terminals.  As such Visa has worked with clients across 

multiple countries to increase these limits. Cumulative limits (i.e. the limit on the number of transactions 

or total value of contactless payments before SCA is required) are unchanged.  As per below tables, the 

new limits vary from market to market.  Due to the increase in individual contactless limit (without CVM), 

cardholders may reach the cumulative limits for SCA (consecutive €150 of contactless spend) quicker and 

hence a request for PIN/ Chip and PIN is likely to be requested slightly more frequently. 

 

 

 

 

 

 

As described in the December edition of the Merchant Bulletin, retailers are required to update point of 

sale equipment to version 1.5 of the Visa Terminal Implementation Guide in order to support the PSD2 

SCA contactless payments requirements. As a reminder the two response codes merchants are required to 

support are: 1A – which is used switch interface to contact for Offline PIN and response code 70 - used for 

online PIN.  

 



 

Outcome from the 14 March on EMV 3DS version 2.1 Activation 

Mandate  

From 14 March 2020 European issuers were mandated to support 

EMV 3SD version 2.1;  and merchants were given fraud liability 

protection from that date on all successful and attempted EMV 3DS 

version 2.1 transactions in Europe. 14 March 2020 changes were: 

 European issuer BINs were added to the Visa Directory Server 

so that merchants could send authentication requests to 

European issuers, irrespective of whether they were live on 

EMV 3DS version 2.1 or not.  From that date, the Visa 

attempts server would respond if the issuer BIN was not live 

on EMV 3DS version 2.1 – generating an Electronic 

Commerce Indicator (ECI) value of 06.  When the issuer 

Access Control Server (ACS) responds to the authentication 

request an ECI value of 05 is generated. 

 Visa invoked changes to the EMV 3DS version 2.1 Preparation Response Message (PRes) when a 

Preparation Request (PReq) message is sent to the Visa Directory Server.  The EMV 3DS version 

2.1 PRes returns a list of European issuer BINs that are live on EMV 3DS version 2.1 at the ACS.  It 

does not return any European issuer BINs that are not live, but these BINs are in the Visa Directory 

Server and will result in an ECI 06 from the Visa Attempts Server, if an authentication request is 

received in version 2.1.  This change does not alter the fraud liability protection for merchants.  

NOTE: Visa strongly recommends merchants to use the EMV 3DS version 2.2 PReq for the complete 

view of the issuer authentication status. 

Key observations and best practices – including PReq version 2.1 messaging & ECI 06  

 One key observation since 14 March, specific to ECI 06 responses, is that when an ECI 06 is 

returned from the Visa Attempts Server on EMV 3DS version 2.1, the subsequent authorization 

approval rate is below par.  This is likely due to issuer risk appetite on a transaction that the issuer 

has not had the opportunity to authenticate, particularly when their ACS was available with 3DS 

version 1 solution to respond. 

 There are two approaches to address this issue and improve approval rates: 

1) Visa is working with European issuers: 

a) On their migration to EMV 3DS version 2.1 - and there is continued adoption growth 

as you can see from the Issuer Readiness and EMV Performance section of this 

bulletin. 



 

b) To ensure authorization approval rates for transactions with ECI 06s are in line with 

Visa’s global rules. 

c) To remain within the Visa Performance metric of >90% approvals across ECI 05 & ECI 

06 transactions. Visa’s SCA performance programme monitors authorization approval 

rates and works with issuers to optimize their performance.  Issuer decline rates for 

ECI 06 transactions are however much higher for BINs not live at the ACS and moving 

to a live state is the optimum solution to mitigate against this issue from an issuer 

perspective. 

2) To guide merchants on the best approach to optimise approval rates across Europe:   

Issuer authenticated transactions provide the best authorization approval rates (between 

93-95%) and it is therefore recommended to send an authentication request to an issuer 

in the highest version of 3-D Secure that the merchant and the issuer both support so 

that the issuer has the opportunity to respond and generate an ECI 05 where 

authentication is successful.  Visa recommends the following merchant approach to 

preparing and processing a transaction: 

a) Use the PReq to identify issuer version and live status. It is best to use the EMV 3DS 

version 2.2 PReq as this provides information related to the versions of 3-D Secure 

that issuers support.  If a merchant’s 3DS service provider does not support the PReq 

in EMV 3DS version 2.2 format, then the next best solution is to use the EMV 3DS 

version 2.1 PReq – this will provide a list of European issuer BINs that are live on EMV 

3DS v2.11. 

b) Generate an authentication request using the highest version of 3-D Secure mutually 

supported with the issuer, to have the best opportunity for an approval, as illustrated 

below: 

If an ECI 06 is returned in the EMV 3DS version 2.1 authentication flow, a merchant may choose to 

continue to authorization with that ECI 06 or to request authentication again through the 3DS version 1 

                                                      
1 As other Visa regions activate issuers for EMV 3DS version 2.1, such as recently in Asia Pacific, all BINs activated will be returned in 

the EMV 3DS v2.1 PRes, including those not live at the ACS when outside the European region.  It is strongly recommended that the 

PReq in EMV 3DS version 2.2 is used for a clear view of issuer status. 



 

protocol in anticipation of an ECI 05 value.  It is the merchant’s choice which flow to follow, as both ECI 05 

and 06 provide merchant fraud liability protection, however, ECI 05s have a higher approval rates. 

Issuer readiness and EMV 3DS Performance  

Enablement of EMV 3DS is progressing well with~83% of European issuer payment volumes certified for 

EMV 3DS. As we are now beyond the 14 March EMV 3DS 2.1 mandate, issuers that are currently not 

enabled on EMV 3DS have agreed implementation plans with Visa and are working towards 

implementation as soon as possible. Although some markets have agreed market level plans for 

implementation at a later date or moving directly to EMV 3DS 2.2, the majority of large issuers are now 

live and actively processing EMV 3DS transactions.  

At a portfolio level, issuers are taking a variety of approaches to EMV 3DS enablement. Some are initially 

enabling limited BINs on EMV 3DS version 2.1 in order to test the new technology and identify any 

teething problems early on, whereas others fully are 

enabling their whole portfolio.  

April’s EMV 3DS penetration was recorded as ~4.3% 

of authenticated ecommerce transactions. This figure 

has dropped slightly in April compared to March due 

to the market taking more of a risk averse approach 

with their e-commerce transactions, in consideration 

to the current circumstances with COVID-19. It is 

important to point out that EMV 3DS volumes 

continue to increase month on month and EMV 3DS 

penetration is already beginning to increase again.  

Abandonment in authentication for EMV 3DS transactions across Europe is consistently below 5%. Along 

with this, around 25% of authentications are stepped up to challenge. However, challenge rates vary 

significantly between markets. 

Approval rates for EMV 3DS are at 93% vs 95% for 

3DS 1.0. A period of time for issuers to learn and 

adapt will lead to an anticipated increase in EMV 3DS 

approval rates over 3DS 1.0 approval rates, as the 

greater data presented in the EMV 3DS flow provides 

richer validation information for issuer risk scoring 

systems.   

 



 

A few merchant tips for a successful SCA implementation   

As a reminder, Visa has mandated that European acquirers must ensure that all ecommerce merchants   

have the ability to generate an EMV 3DS version 2.2 authentication request by 16 October 2020.  This 

means that each merchant must have access to an EMV 3DS version 2.2 solution, including the necessary 

connectivity between merchant gateway/service providers and the merchant’s acquirer, by that date.   

Merchants should discuss with their acquirer and gateway/service providers the solutions, options, 

availability, readiness and connectivity to prepare for EMV 3DS version 2.2 readiness.   

In the second edition of Merchant Bulletin (published in December 2019), we identified steps that a 

merchant should take to avoid any disruption to their business come enforcement date.  Merchants 

should therefore have a strategy in place and be refining the implementation approach, considering the 

following:  

 Know when to apply SCA - to assist merchants with this, Visa has published the ‘PSD2 SCA for 

Remote Electronic Transactions Implementation Guide (Version 2.0)’ which provides, in chapter 5,  

best practice examples for merchants and acquirers around how to ensure SCA is performed in 

compliance with PSD2 across common ecommerce payment scenarios. 

 Correctly flag transactions – particularly so that an issuer can identify out-of-scope transactions 

and react appropriately.   

o Use correct/appropriate MIT indicators - merchants and their acquirers must be 

reminded that when a merchant initiated transaction (MIT) is performed, it is essential it is 

flagged as an MIT so that issuers can recognise it is out-of-scope. In the Visa 

authorization system, it is also important that the correct MIT type is used to indicate to 

the issuer the intention of the transaction. For example, the merchant may not use 

recurring flags to charge the cardholder a cancellation fee (no show MIT). We encourage 

merchants to be familiar with the various MIT types as documented in the 

Implementation Guide. Some key reminders are listed below: 

 Resubmission authorization transaction - resubmissions are a type of 

transaction which can only be used where the merchant is re-submitting a 

previously declined authorization due to lack of funds. This can only be used in 

case of contactless transactions performed in the transit environment and where 

a service has already been delivered. Resubmissions must not be used in other 

sectors and for declined authorizations where the services (or goods) have not 

yet been delivered. In the case of an MIT other than Resubmission being declined 

(for example a recurring payment), a Resubmission must never be used. 

Depending on the decline response code, the merchant may later attempt a new 



 

authorization request with the same MIT type (recurring in this example), until it 

is either approved or a maximum retry limit is reached. 

 Account Verification Transactions – Merchants are reminded that SCA must be applied (in most 

cases2) when establishing an agreement to process future MIT’s. This also applies when no initial 

charge is due at the time of mandate setup and thus the mandate is established via a zero value 

transaction (i.e. an account verification) to ensure a challenge is presented to the cardholder by the 

issuer; the merchant must request for a mandatory step up when the authentication request is 

performed for this account verification.    

 Be ready to manage Soft Declines - issuers in certain markets have started a managed roll out 

which includes the gradual usage of response code 1A3 in authorization responses. This is to allow 

for a progressive implementation of the SCA regulation. Below table describes dates by which 

issuers in certain countries will start using the SCA response code (1A):   

 

 

 

 

 

Merchants must have a 3-D Secure solution to be able to generate an authentication request 

following a soft decline response from an issuer, otherwise the transaction is declined.  

In light of this:  

 Merchants are strongly advised not to delay correctly marking transactions as out of scope. By 

marking transactions ahead of the enforcement date, merchants will be able to clearly indicate 

where transactions cannot be authenticated by the cardholder, and therefore avoid unnecessary 

SCA declines during this managed roll out process as well as after the enforcement date.  

 Merchants must be able to request for mandatory ‘step up’ in the authentication request when 

necessary :  

o When a merchant receives a response code 1A in the authorization response, before re-

attempting the authorization request for the second time, merchants must authenticate 

the cardholder, requesting for ‘step up’ in the authentication request. Upon successful 

authentication, merchants may proceed with re-attempting the authorization request.  

o Merchants must speak to their 3DS provider for more information on how they can 

request for a ‘step up’ in the authentication request when mandatory to do so.  

                                                      
2 Refer to section 3.10 of the Implementation Guide for details 
3 Response code 1A - additional customer authentication required 



 

 Make the most of applicable exemptions to minimise friction – merchants can take more 

control of their customer experience by working with their solution providers to apply risk 

screening and apply exemptions. Merchants are encouraged to discuss and evaluate what 

exemptions may be available for their use, whether they are supported by their acquirer and/or 

gateway/service providers and whether the acquirer or gateway/service providers have solutions 

that may help to apply those exemptions.  

Key tips on exemptions: 

o Transaction Risk Analysis is the primary exemption that merchants should consider and 

allows for certain remote transactions to be exempted from SCA, provided: 

 A robust risk analysis is performed in accordance with the regulatory 

requirements and  

 The fraud rate of the PSP applying the 

exemption is within specific thresholds as 

illustrated on the right.  

o Application of the low value exemption is not recommended as a first choice, but rather 

as a last resort, as the acquirer/merchant has no view of the cumulative consecutive 

transaction and value counts (only known by the issuer) and the transaction will need to 

be resubmitted via 3DS if either limit is being breached.    

o For any exemption requested by the merchant/acquirer, Visa rules do not provide 

acquirer liability protection  

o An exemption does not guarantee that authentication is not required - issuers have the 

final say on whether an exemption can be applied and may choose to apply a challenge 

to a transaction with an acquirer exemption, e.g. when they consider it to be high risk. 

o Only one exemption should be applied or indicated in a given transaction.  

All e-commerce merchants will have a portion of their transactions that require authentication.  This 

portion will vary according to the merchant’s type of business.  To be ready to support EMV 3DS version 

2.2 a merchant is recommended to have a clear roadmap from their acquirer and gateway and/or 3DS 

service provider as to the solutions that will be available as well as the timeline for readiness, plus any 

testing availability/requirements.  

 Merchants are recommended to work with their acquirer and gateway and/or 3DS service 

provider to understand their PSD2 SCA compliance readiness, asking questions like: 

o What is the roadmap to flag transactions when out-of-scope, to support exemptions and 

to enable EMV 3DS v2.2? 

o What products/solutions are available to support merchant compliance? 



 

o Has the acquirer and gateway and/or 3DS service provider tested with each other to 

support the merchants specific business requirements? 

o When would the merchant be first able to send an EMV 3DS version 2.1 and/or EMV 3DS 

version 2.2 authentication request? 

If an e-commerce merchant does not currently support 3-D Secure, please refer to the Visa Technology 

Partners Website for a list of certified EMV 3DS solutions.  

In parallel to this, Visa has also recently published a global client communication announcing that 

effective 17 October 2021, fraud liability protection for merchants submitting transactions using Visa 

Secure with 3-D Secure (3DS) 1.0.2 will no longer apply. 

Merchants should be aware of this change to fraud liability protection and plan appropriately with their 

acquirer and gateway/3DS service provider. 

Test and technical considerations for EMV 3DS version 2.2.  

EMV 3DS 2.2 introduces significantly more functionality than previous protocols and we strongly 

recommend that you use the testing capabilities that Visa is introducing. 

To help prepare the ecosystem and as part of Visa’s production validation capabilities, we have deployed 

a simulated merchant in production for issuer testing that allows issuers to obtain additional validation for 

their EMV 3DS processing, user experiences and related flows.  

For merchants we are introducing a simulated issuer/ACS in the production environment, this currently 

undergoing beta testing and will be available soon. This facility consists of a suite of account ranges 

designed to respond in specific ways to support various authentication scenarios for EMV 3DS version 2.1 

(e.g. one account flows frictionless, another results in challenge). Development for EMV 3DS version 2.2 

capabilities are currently underway as we continue to enhance functionality in the coming months. This 

offering will give merchants the opportunity to test in both the client test environment and production 

environments. EMV 3DS version 2.2 testing capabilities are due to be delivered in June/July 2020.  

For more information for 3DS testing please contact the team at VSCEP@visa.com.  

Vendor Certification Requirements  

We have recently conducted an assessment of our vendor certification process, with a specific focus on 

mandatory and optional vendor test cases. We have made immediate changes to Visa certification 

requirements, impacting vendors operating and offering services to clients in the Visa Europe region. This 

includes software vendors, selling the EMV 3DS software to entities operating or providing services in 

those markets. 

https://technologypartner.visa.com/Library/3DSecure2.aspx
https://technologypartner.visa.com/Library/3DSecure2.aspx
mailto:VSCEP@visa.com


 

Visa is mandating the completion of additional test scenarios for vendors providing 3DS server and ACS 

solutions to clients in the EEA, as they must be able to demonstrate their ability to support exemptions to 

enable PSD2 SCA compliant implementations.   

What does it mean for Merchants? 

Merchants should ensure their 3DS server solution is compliant with the European requirements.  

Each vendor will have a Letter of Approval indicating the full scope of EMV 3DS 2.2 certification 

completed and we will shortly update the Visa Technology Partner Website to reflect that detail.   

Upcoming changes in EMV 3DS version 2.1 and 2.2 

An announcement to issuers and acquirers published later this month will highlight two upcoming 

changes in the EMV 3DS program to support Secure Corporate Payments (SCP) and Acquirer Country 

Code (ACC) which vendors were notified about in March.   

The ACC extension will allow issuers to identify transactions that may be out-of-scope of SCA from a 

regulatory perspective (one-leg-out due to acquirer being located outside of the EEA or the UK).  This 

change should not directly impact merchants and will not require any changes but issuers and their 

vendors will be impacted.  

The SCP extension will allow merchants to flag transactions which can benefit from the SCP exemption as 

a part of the 3DS authentication request (this exemption can also be used directly in the authorization 

flow).  More information will be made available at a later date to merchants, acquirers and issuers on how 

the SCP exemption must be exercised, as well as related policies. However, merchants processing 

transactions originating from purchasing systems and merchants in the travel & hospitality sector where 

some transactions are the results of bookings via travel management companies or from online booking 

tools should ensure their vendors will be able to support this exemption.    

The ACC and SCP changes are due to go live on 16 July 2020 and will impact both 3DS version 2.1 and 

2.2. 

Upcoming events 

Visa is hosting two webinars that complement each other, to provide our clients and partners with the 

latest information and insights into SCA in remote electronic transactions.  

The first webinar will detail Visa’s approach to optimising payments under SCA, providing the most recent 

regulatory updates, and Visa’s latest roadmap to help the payments ecosystem prepare for SCA. It will 

also include important updates on Behavioural Biometrics, EMV 3DS enablement, performance, and 

testing. The second webinar will be taking a deeper look at the SCA optimisation journey, providing 

guidance on how to minimise friction and improve the customer experience while meeting the regulatory 

requirements for SCA. 



 

Both webinars will provide the opportunity to ask questions during a Question & Answer session with Visa 

experts. To register for these webinars, please use the links below and register your details.  

“Strong Customer Authentication: Preparing for the Road Ahead” 

Date: Tuesday June 2nd 2020  

Time: 14:00-15:30 (BST) 

Cost: Free of charge  

Registration link: https://www.workcast.com/register?cpak=4751767818848525 

“Strong Customer Authentication: Tools & Practices for Merchants/Acquirers to Minimise Customer 

Friction” 

Date: Thursday June 11th 2020  

Time: 14:00-15:30 (BST) 

Cost: Free of charge  

Registration link: https://www.workcast.com/register?cpak=2712160020064685 

What next? 

The main messages to take away from this bulletin are: 

1. Understand which transactions are in and out of scope and flag correctly to the issuers  

2. Only send an authentication request to an issuer who has a live ACS for the best approval response, 

using the latest version of 3D Secure mutually supported 

3. Ask your 3DS service provider for their proof of certified readiness of EMV 3DS 2.2. and solutions that 

enable optimisation of PSD2 SCA  

Thank you for taking the time to read our Merchant Bulletin and please look out for the next edition that 

will be published in August 2020. 

https://www.workcast.com/register?cpak=4751767818848525
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.workcast.com%2Fregister%3Fcpak%3D2712160020064685&data=02%7C01%7Cpernad%40visa.com%7C4b4ba90ed9fd4425e25808d7f1e094cf%7C38305e12e15d4ee888b9c4db1c477d76%7C0%7C0%7C637243819201839864&sdata=UwfNtvFX7rrUvefk545JhReNUiyuP3cyo%2BORAh%2BLQA0%3D&reserved=0

